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(57) ABSTRACT 

A programmable radio frequency (RF) memory system 
includes a receiver designed to receive an RF pulse, a mem- 
ory, a waveform transform module, and a transmitter. The 
memory stores a digitized version of the RF pulse. The 
waveform transform module is designed to determine one 
or more characteristics of the digitized version of the RF 
pulse, and based on the determined one or more character- 
istics, transform the digitized version of the RF pulse into a 
transformed signal. The transformed signal has at least one 
characteristic that is different than the one or more charac- 
teristics. The transmitter 1s designed to transmit an analog 
equivalent of the transformed signal. The analog equivalent 
of the transformed signal and the received RF pulse are 
coherent. 
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1 
ADAPTIVE DIGITAL RADIO FREQUENCY 
MEMORY FOR COHERENT RESPONSE 
SYNTHESIS 


GOVERNMENT LICENSE RIGHTS 


This invention was made with government support under 
contract ЯҒА8750-16-С-0150 awarded by the U.S. Air 
Force. The government has certain rights in the invention. 


BACKGROUND 


Digital radio frequency memory (DRFM) is commonly 
employed to intercept signals from a source and transmit 
the intercepted signal back to the source. Such systems are 
advantageous when trying to confuse or mislead an enemy 
by intercepting their radio frequency signals and providing 
false “response” signals. Current advances in processing 
capability have uncovered a need for more advanced and 
adaptive capability from DRFM systems. 


BRIEF DESCRIPTION OF THE DRAWINGS 


Features and advantages of embodiments of the claimed 
subject matter will become apparent as the following 
Detailed Description proceeds, and upon reference to the 
Drawings, in which: 

FIG. 1 illustrates a signal transmission environment, in 
accordance with some embodiments of the present 
disclosure. 

FIG. 2 illustrates an example DRFM system, in accor- 
dance with an embodiment of the present disclosure. 

FIG. 3 is a flowchart illustrating a methodology for trans- 
forming a received signal into an attack signal, in accor- 
dance with certain embodiments of the present disclosure. 

FIG. 4 is a block diagram schematically illustrating a 
computing platform configured to perform signal transfor- 
mation, in accordance with certain embodiments of the pre- 
sent disclosure. 

Although the following Detailed Description will proceed 
with reference being made to illustrative embodiments, 
many alternatives, modifications, and variations thereof 
will be apparent in light of this disclosure. 


DETAILED DESCRIPTION 


Systems and techniques are disclosed for adapting an 
incoming signal based on characteristics of the signal itself 
and the environment to provide a coherent and more robust 
attack signal. As used herein, the term “attack signal" refers 
to а signal generated by a DRFM system based on a received 
signal designed to confuse or mislead the source of the 
received signal (or another source associated with the source 
of the received signal.) Some modern DRFM based systems 
achieve a coherent response signal but are limited to using 
the same signal that has been received. Work has been done 
to apply a frequency shift, time delay, and amplitude scalar 
of these DRFM responses to provide more capability, but 
the generated technique has still been very limited. Simi- 
larly, arbitrary waveform generation (AWG) systems have 
the flexibility of playing out a variety of more complex sig- 
nals but this complexity comes at the cost of coherence. 
These waveforms are often pre-generated prior to a mission 
which degrades or prevents the coherence with the threat 
system. If the attack signal lacks coherence with the 
received signal, the originating source will likely determine 
that the received attack signal cannot be trusted and will thus 
be ignored. 
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According to an embodiment of the present disclosure, a 
programmable radio frequency (RF) memory system 
includes a receiver designed to receive an RF pulse, a mem- 
ory storage, a waveform transform module, and a transmit- 
ter. The memory stores a digitized version of the RF pulse. 
The waveform transform module is designed to determine 
one or more characteristics ofthe digitized version of the RF 
pulse, and based on the determined one or more character- 
istics, transform the digitized version of the RF pulse into a 
transformed signal. The transformed signal has at least one 
characteristic that 1s different than the one or more charac- 
teristics. For example, the transformed signal may include 
multiple overlapped copies of the digitized version of the 
RF pulse. The transmitter 1s designed to transmit an analog 
equivalent of the transformed signal. The analog equivalent 
of the transformed signal and the received RF pulse are 
coherent. 


General Overview 


FIG. 1 illustrates an example signal transmission environ- 
ment 100 having a programmable DRFM 102 and an enemy 
signal source 104, according to an embodiment. Signal 
transmission environment 100 may exist anywhere where 
RF signals can be received. 

Enemy signal source 104 represents any type of signaling 
or communication system that provides one or more RF 
pulses 106. Examples of enemy signal source 104 can 
include SONAR systems found on enemy ships or submar- 
ines, RADAR systems found on enemy ships, aircraft, or 
installations, or any navigation, electronic warfare, targeting 
or communication system that sends and receives RF signals 
with another entity some distance away. Accordingly, in one 
example, one or more RF pulses 106 can include important 
information encoded within the signal, or it may be used by 
the enemy to probe an area to gather information (such as in 
the example cases of SONAR or RADAR). As used herein, 
the term “enemy” includes a broad definition that is not lim- 
ited to the traditional military construct but includes usage 
that would be applicable to competitors and other 
adversaries. 

According to some embodiments, DRFM 102 intercepts 
one or more RF pulses 106, modulates the received signal in 
some way, and transmits back an attack response signal 108 
to be received by enemy signal source 104 (or received by 
another signal source associated with enemy signal source 
104.) An “attack response signal” may be any type of gen- 
erated signal that has the purpose of interfering with, or jam- 
тшо, a communication, navigation, or generally any КЕ- 
based system (or systems). According to some embodi- 
ments, the transmitted attack response signal 108 is modu- 
lated in such a way that it maintains coherence with one or 
more RF pulses 106. The modulation performed by DRFM 
102 may be based on one or more characteristics of the 
received one or more RF pulses 106. In some embodiments, 
the modulation involves changing the phase of the received 
one or more RF pulses 106 and stacking multiple wave- 
forms having either the same or different phase between 
the various stacked waveforms. The transmitted attack 
response signal 108 may be generated to cause confusion 
when received by enemy signal source 104, or it may delib- 
erately provide false information to enemy signal source 
104. For example, in the case of a RADAR signal, attack 
response signal 108 may make an enemy signal source 104 
believe that a potential target is in a different location than 
where the actual target 1s located. 
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In some embodiments, digital signals are transmitted by 
enemy signal source 104 and intercepted by DRFM 102 
across a network, such as an ethernet network, fiber optic 
network, or coaxial cable transmission line. Similarly, 
DRFM 102 may be configured to transmit digital signals 
back to enemy signal source 104 across a network, such as 
an ethernet network, fiber optic network, or coaxial cable 
transmission line. 

In some embodiments, a plurality of DRFM systems work 
in conjunction with one another to intercept one or more RF 
pulses 106 and generate attack response signal 108. The 
plurality of DRFM systems may operate in a linked fashion 
where the operation of one DRFM system informs the 
operation of another DRFM system and so on. This coordi- 
nation of DRFM systems can aid in providing multiple 
instances of false information that can give greater confi- 
dence that the false information is accurate. 

In some embodiments, attack response signal 108 repre- 
sents any number of attack signals that are generated in 
response to the reception of one or more RF pulses 106. 
Accordingly, in some examples, a single received signal 
can generate a plurality of attack response signals that are 
sequenced in a particular fashion. The sequencing of the 
attack signals may be based on one or more characteristics 
of the single received signal and/or characteristics asso- 
ciated with the signaling environment. 


DRFM Design 


FIG. 2 illustrates an example DRFM 102 in more detail, 
according to some embodiments. Not all illustrated compo- 
nents are required for the operation of DRFM 102, and may 
be omitted entirely in some embodiments. The arrows are 
provided to illustrate an example signal transmission from 
one element to another, but signals may move in other ways 
between elements in some other embodiments. The various 
components may be separate components on, for example, a 
printed circuit board (PCB). In some other embodiments, 
one or more of the illustrated components is included 
together in the same chip package on the PCB, or spread 
across multiple linked PCBs. 

DRFM 102 includes a receiver 202. Receiver 202 may 
include one or more antennas designed to receive an RF 
signal transmitted by an enemy source. In some embodi- 
ments, the one or more antennas of receiver 202 support 
multiple communication bands (e.g., dual band operation 
or tri-band operation). For example, some of the antennas 
may support tri-band operation at 28 gigahertz, 39 gigahertz, 
and 60 gigahertz. Various ones of the antennas may support 
tri-band operation at 24.5 gigahertz to 29 gigahertz, 37 giga- 
hertz to 43 gigahertz, and 57 gigahertz to 71 gigahertz. Var- 
1ous ones of the antennas may support 5G communications 
and 60 gigahertz communications and other broadband 
communications. Various ones of the antennas may support 
millimeter wave communications. Various ones of the 
antennas may support high band frequencies and low band 
frequencies. In general, various ones of the antennas may 
support frequencies ranging from HF band frequencies to 
W band frequencies. 

In some embodiments, the received RF signal from recei- 
ver 202 (made up of one or more signal pulses) passes to a 
mixer 204 to be combined with an oscillating signal gener- 
ated by local oscillator 206. Local oscillator 206 may be any 
known or standard oscillator component to generate a con- 
sistent and stable oscillating frequency that may be used to 
strip the carrier waveform from the received RF signal. Var- 
1ous other RF preprocessing elements such as amplification 
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and filtering may be employed on the received RF signal and 
accomplished, for example, by a low noise amplifier and 
low pass, high pass and/or band pass filters. 

In some embodiments, the signal passes from mixer 204 
through an analog-to-digital converter (ADC) 208 to gener- 
ate a digitized version of the received RF signal (herein 
referred to as a digitized signal) In one example, the 
mixer output is an intermediate frequency (IF) but will be 
referred to as the digitized version of the RF signal herein. 
ADC 208 may be any standard or known ADC component. 

In some embodiments, a memory 210 15 provided to store 
one or more instances of incoming digitized signals. Mem- 
ory 210 may be any known type of memory such as DDR 
SDRAM, FLASH, etc. Memory 210 may have a first-in- 
first-out (FIFO) architecture that queues up incoming sig- 
nals before passing them on to transform circuit 212 in the 
order in which they were received. In this way, signals may 
be modulated by a transform circuit 212 while other later- 
received signals are stored in memory 210 until they are 
ready to be processed. In some embodiments, DRFM 102 
includes multiple parallel channels each having a transform 
circuit 212 to provide parallel processing on different 
received signals simultaneously. 

Transform circuit 212 may be implemented in hardware, 
software, or a combination of both. In some embodiments, 
transform circuit 212 includes one or more filter elements, 
phase change elements, frequency shifting elements, and 
amplitude modulating elements designed to perform a parti- 
cular modulation to the digitized signal. In some embodi- 
ments, transform circuit 212 is implemented as part of an 
application specific integrated circuit (ASIC) or a field pro- 
grammable gate array (FPGA). Transform circuit 212 may 
also represent a coded set of instructions executed by a pro- 
cessor or microcontroller to modulate the digitized signal. 

According to some embodiments, transform circuit 212 is 
configured to determine one or more characteristics about 
the digitized signal. These characteristics may include one 
or more of a frequency, phase, length, and amplitude of the 
digitized signal. Other characteristics may be associated 
with particular patterns recognized in the digitized signal. 
The patterns may similarly be associated with one or more 
of a frequency, phase, length, and amplitude of the digitized 
signal. Modulations, encoded data, Doppler effects, and 
geolocation/direction finding characteristics can Бе 
extracted from the digitized signal. Other signal character- 
istics may be related to the type of emitter that generated the 
signal, or a distance to the emitter. Still other signal charac- 
teristics may be related to environmental conditions around 
DRFM 102. 

According to some embodiments, transform circuit 212 
applies a transform to the digitized signal based on the deter- 
mined one or more characteristics. For example, the digi- 
tized signal may be stacked upon itself or upon other wave- 
forms with control over the phase of each of the stacked 
waveforms. The ability to stack coherent signals and pro- 
duce a coherent combined signal via individual phase con- 
trol can have many advantages such as control over ortho- 
gonal RF properties or control over the amplification or 
cancellation of RF energy. In another example, the digitized 
signal may be combined with a particular arbitrary spread- 
spectrum sequence or may be encoded with coherent phase 
and frequency properties to produce the coherent attack sig- 
nal. In yet another example, transform circuit 212 may add 
one or more amplitude peaks and/or signal drops anywhere 
within the bandwidth of the digitized signal. In some embo- 
diments, the time duration of the digitized signal increases 
after applying the transform. As discussed above, the trans- 
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form may involve stacking copies of the digitized waveform 
and modulating one or more of the stacked copies. 

Any one or more of the described transforms may be 
applied to the digitized signal by transform circuit 212 
based on the signal characteristics that provide information 
about, for example, the surrounding environment and/or the 
emitter of the signal. The transforms may be applied to exhi- 
bit certain effects and/or counteract various environmental 
behaviors. For example, 1f DRFM 102 is configured to pro- 
vide attack signals that match the coherency of an emitter, 
phase transforms may be applied to account for free space 
path loss. In another example, if it is desirable for the gen- 
erated attack signal to demonstrate a Doppler effect, trans- 
form circuit 212 may apply a frequency shift or a linear 
frequency modification to counteract or exacerbate motion 
of DRFM 102. The decision on whether to apply one or 
more transforms to the data might be made real-time by 
transform circuit 212 based on the determined signal char- 
acteristics or a priori depending on the circumstance. 

In some embodiments, an incoming digitized signal 
bypasses transform circuit 212, or passes through transform 
circuit 212 without being transformed. In such situations, a 
received RF signal is merely delayed by a given duration 
before being transmitted back out. 

The transform applied to the digitized signal by transform 
circuit 212 may generate a plurality of pulses having a chor- 
eographed pattern that is based at least in part on the one or 
more characteristics. For example, a pseudo-random Dop- 
pler shift may be enabled across the bandwidth of the digi- 
tized signal. 

The modulated signal may be stored in a memory 214 
before it is to be transmitted back to the originating source. 
Memory 214 may represent the same memory device as 
memory 210 or may be a separate memory device. Memory 
214 may be any of the same memory types discussed above 
for memory 210. In some embodiments, memory 214 has a 
FIFO architecture to queue up attack response signals before 
they are sent back out. In some embodiments, memory 214 
provides long-term storage of the generated attack signals 
such that they may be viewed at a later time. 

According to some embodiments, a pulse processor 222 
provides pulse characteristics for the received RF energy, 
including but not limited to, pulse width, frequency, ampli- 
tude, modulation type, and signal to noise ratio (SNR). The 
extracted pulse characteristics may be used by transform 
circuit 212 when determining a transform to apply to the 
digitized signal. 

Antenna tracker 224 may be used to provide an azimuth 
estimate of where a received RF signal originated from. For 
example, the received RF signal may be generated from a 
spinning emitter such as a RADAR. By determining the 
general direction of the signal source, DRFM 102 may 
transmit the generated attack signal back towards the signal 
source or maximize a power output of the transmitted signal 
in the direction of the signal source. 

According to some embodiments, a pulse tracker 226 cor- 
relates many similar received pulses and determines 
whether they originated from the same signal source. The 
correlation may involve comparing one or more character- 
istics of the receives pulses, such as amplitude, frequency, 
phase, and waveform shape. According to some embodi- 
ments, a technique scheduler 228 determines at what time 
the transmitted attack signal should be triggered to provide 
accurate, coherent signal transmissions. In some examples, 
technique scheduler 228 uses information determined from 
pulse tracker 226 regarding how many pulses are trans- 
mitted for a given period of time to align the transmission 
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of pulses back towards the signal source. In some embodi- 
ments, technique scheduler 228 adapts one or more delay 
times provided to various signal pulses over a given time 
window, such as over 10's of seconds. Technique scheduler 
228 may set a delay time for a given received RF signal 
based on the determined one or more characteristics about 
the digitized signal. The delay times provide a delay 
between receiving the signal and transmitting the signal. 
For example, in situations where no transform is to occur, 
the received digitized signal may remain іп memory 210 or 
memory 214 for the given delay period before it is passed on 
to DAC 216 and transmitted out. In other examples where 
the digitized signal is transformed using transform circuit 
212, the transformed digitized signal remains in memory 
214 for the given delay period before it is passed оп to 
DAC 216 and transmitted out. 

The transformed digitized signal (that may include one or 
more signal pulses) is converted back to an analog signal 
using digital-to-analog converter (DAC) 216, according to 
some embodiments. DAC 216 may be any standard or 
known DAC component. In some other embodiments, 
DAC 216 is omitted from DRFM 102 or bypassed when 
digital signals are received by receiver 202. 

The analog attack signal may be mixed with an oscillating 
carrier frequency at a mixer 218. The oscillating carrier fre- 
quency may be generated from local oscillator 206, or from 
any other oscillating source. The attack signal may then be 
transmitted, using transmitter 220, back towards the origi- 
nating source of the received RF signal. In some embodi- 
ments, the transmitted attack signal and the received RF sig- 
nal are coherent such that the originating source is more 
likely to trust the received attack signal. In some embodi- 
ments receiver 202 and transmitter 220 are integrated into 
the same transceiver component. 

FIG. 3 is a flowchart illustrating an example method 300 
for producing an attack signal based on a particular received 
signal, in accordance with certain embodiments of the pre- 
sent disclosure. As can be seen, the example method 
includes a number of phases and sub-processes, the 
sequence of which may vary from one embodiment to 
another. However, when considered in the aggregate, these 
phases and sub-processes form a process for synthesizing an 
attack signal in accordance with certain of the embodiments 
disclosed herein. These embodiments can be implemented, 
for example using the system architecture illustrated іп FIG. 
2 as described above. However other system architectures 
can be used in other embodiments, as will be apparent in 
light of this disclosure. To this end, the correlation of the 
various functions shown in FIG. 2 to the specific compo- 
nents illustrated іп the other figures is not intended to 
imply any structural and/or use limitations. Rather, other 
embodiments may include, for example, varying degrees 
of integration wherein multiple functionalities аге effec- 
tively performed by one system. For example, in an alterna- 
tive embodiment a single module having decoupled sub- 
modules can be used to perform all of the functions of 
method 300. Thus, other embodiments may have fewer or 
more modules and/or sub-modules depending on the granu- 
larity of implementation. In still other embodiments, the 
methodology depicted can be implemented as a computer 
program product including one or more non-transitory 
machine readable mediums that when executed by one or 
more processors cause the methodology to be carried out. 
Numerous variations and alternative configurations will be 
apparent іп light of this disclosure. 

Method 300 may begin at operation 302 where one or 
more RF pulses (e.g., an RF signal) 1s received. The RF 
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signal may be received from a receiver or transceiver struc- 
ture. The RF signal may be transmitted from an enemy 
radiating source that is using the RF signal to probe for 
information about a particular area or to communicate with 
another system. Thus, the RF signal is intercepted by, for 
example, a DRFM in accordance with some embodiments 
described herein. 

Method 300 continues with operation 304 where the 
received RF signal is digitized. The RF signal may be digi- 
tized using a standard ADC component. In some embodi- 
ments, operation 304 15 skipped if the received signal 18 
already a digital signal. 

Method 300 continues with operation 306 where one or 
more characteristics of the digital signal are determined. 
These characteristics may include one or more of a fre- 
quency, phase, and amplitude of the digitized signal. Other 
characteristics may be associated with particular patterns 
recognized in the digitized signal. The patterns may simi- 
larly be associated with one or more of a frequency, phase, 
and amplitude of the digitized signal. 

Method 300 continues with operation 308 where a trans- 
form 1s applied to the digital signal to generate an attack 
signal based at least on the one or more characteristics. For 
example, the digitized signal may be stacked upon itself or 
upon other waveforms with control over the phase of each of 
the stacked waveforms. The ability to stack coherent signals 
and produce a coherent combined attack signal via indivi- 
dual phase control can have many advantages such as con- 
trol over orthogonal RF properties or control over the ampli- 
fication or cancellation of RF energy. In another example, 
the digitized signal may be combined with a particular arbi- 
trary spread-spectrum sequence or may be encoded with 
coherent phase and frequency properties to produce the 
coherent attack signal. Іп yet another example, one or 
more amplitude peaks and/or signal drops may be added 
anywhere within the bandwidth of the digital signal. The 
applied transform applied may generate a plurality of pulses 
having a choreographed pattern that is based at least in part 
on the one or more characteristics. For example, a pseudo- 
random Doppler shift may be enabled across the bandwidth 
of the digital signal. 

Method 300 continues with operation 310 where the 
attack signal 15 transmitted back towards the signal source 
that originally sent the received RF signal. According to 
some embodiments, the attack signal and the received RF 
signal are coherent. The attack signal may be specifically 
tailored by the applied transform such that it provides delib- 
erate false information back to whatever source receives it. 


Example System 


FIG. 4 illustrates an example computing platform 400 that 
interfaces with DRFM 102, configured in accordance with 
certain embodiments of the present disclosure. Іп some 
embodiments, computing platform 400 may host, or other- 
wise be incorporated into a personal computer, workstation, 
server system, laptop computer, ultra-laptop computer, 
tablet, touchpad, portable computer, handheld computer, 
palmtop computer, personal digital assistant (PDA), cellular 
telephone, combination cellular telephone and PDA, smart 
device (for example, smartphone or smart tablet), mobile 
internet device (MID), messaging device, data communica- 
tion device, imaging device, wearable device, embedded 
system, and so forth. Any combination of different devices 
may be used in certain embodiments. 

In some embodiments, computing platform 400 may 
comprise any combination of a processor 402, a memory 
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404, DRFM 102, a network interface 406, an input/output 
(I/O) system 408, a user interface 410, and a storage system 
412. As can be further seen, a bus and/or interconnect 15 also 
provided to allow for communication between the various 
components listed above and/or other components not 
shown. Computing platform 400 can be coupled to a net- 
work 418 through network interface 406 to allow for com- 
munications with other computing devices, platforms, or 
resources. Other componentry and functionality not 
reflected іп the block diagram of FIG. 4 will be apparent in 
light of this disclosure, and it will be appreciated that other 
embodiments are not limited to any particular hardware 
configuration. 

Processor 402 can be any suitable processor and may 
include one or more coprocessors or controllers to assist in 
control and processing operations associated with comput- 
ing platform 400. In some embodiments, processor 402 may 
be implemented as any number of processor cores. The pro- 
cessor (or processor cores) may be any type of processor, 
such as, for example, a microprocessor, an embedded pro- 
cessor, a digital signal processor (DSP), a graphics proces- 
sor (GPU), a network processor, a field programmable gate 
array or other device configured to execute code. The pro- 
cessors may be multithreaded cores in that they may include 
more than one hardware thread context (or “logical proces- 
sor’) per core. In some embodiments, processor 402 
includes transform circuit 212. 

Memory 404 can be implemented using any suitable type 
of digital storage including, for example, flash memory and/ 
or random access memory (RAM). In some embodiments, 
memory 404 may include various layers of memory hierar- 
chy and/or memory caches as are known to those of skill in 
the art. Memory 404 may be implemented as a volatile 
memory device such as, but not limited to, a RAM, dynamic 
RAM (DRAM), block RAM (BRAM), or static RAM 
(SRAM) device. Storage system 412 may be implemented 
as a non-volatile storage device such as, but not limited to, 
one or more of a hard disk drive (HDD), a solid-state drive 
(SSD), a universal serial bus (USB) drive, an optical disk 
drive, tape drive, an internal storage device, an attached sto- 
rage device, flash memory, battery backed-up synchronous 
DRAM (SDRAM), and/or a network accessible storage 
device. In some embodiments, storage system 412 may 
comprise technology to increase the storage performance 
enhanced protection for valuable digital media when multi- 
ple hard drives are included. 

Processor 402 may be configured to execute an Operating 
System (OS) 414 which may comprise any suitable operat- 
ing system, such as Google Android (Google Inc., Mountain 
View, CA), Microsoft Windows (Microsoft Corp., Red- 
mond, WA), Apple OS X (Apple Inc., Cupertino, CA), 
Linux, or a real-time operating system (RTOS). As will be 
appreciated in light of this disclosure, the techniques pro- 
vided herein can be implemented without regard to the par- 
ticular operating system provided in conjunction with com- 
puting platform 400, and therefore may also be implemented 
using any suitable existing or subsequently-developed 
platform. 

Network interface 406 can be any appropriate network 
chip or chipset which allows for wired and/or wireless con- 
nection between other components of computing platform 
400 and/or network 418, thereby enabling computing plat- 
form 400 to communicate with other local and/or remote 
computing systems, servers, cloud-based servers, and/or 
other resources. Wired communication may conform to 
existing (or yet to be developed) standards, such as, for 
example, Ethernet. Wireless communication may conform 
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to existing (or yet to be developed) standards, such as, for 
example, cellular communications including LTE (Long 
Term Evolution), Wireless Fidelity (Wi-Fi), Bluetooth, 
and/or Near Field Communication (NFC). Exemplary wire- 
less networks include, but are not limited to, wireless local 
area networks, wireless personal area networks, wireless 
metropolitan area networks, cellular networks, and satellite 
networks. 

I/O system 408 may be configured to interface between 
various I/O devices and other components of computing 
platform 400. I/O devices may include, but not be limited 
to, a user interface 410. User interface 410 may include 
devices (not shown) such as a display element, touchpad, 
keyboard, mouse, and speaker, etc. ГО system 408 may 
include a graphics subsystem configured to perform proces- 
sing of images for rendering on a display element. Graphics 
subsystem may be a graphics processing unit or a visual 
processing unit (VPU), for example. An analog or digital 
interface may be used to communicatively couple graphics 
subsystem and the display element. For example, the inter- 
face may be any of a high definition multimedia interface 
(HDMI), DisplayPort, wireless HDMI, and/or any other sui- 
table interface using wireless high definition compliant tech- 
niques. In some embodiments, the graphics subsystem could 
be integrated into processor 402 or any chipset of computing 
platform 400. In some embodiments, ГО system 408 also 
receives instructions, via user interface 410, regarding one 
or more transforms to apply to a received signal at DRFM 
102 in order to generate a particular attack signal. 

It will be appreciated that in some embodiments, the var- 
ious components of the computing platform 400 may be 
combined or integrated in a system-on-a-chip (SoC) archi- 
tecture. In some embodiments, the components may be 
hardware components, firmware components, software 
components or any suitable combination of hardware, firm- 
ware or software. 

In various embodiments, computing platform 400 may be 
implemented as a wireless system, a wired system, or a com- 
bination of both. When implemented as a wireless system, 
computing platform 400 may include components and inter- 
faces suitable for communicating over a wireless shared 
media, such as one or more antennae, transmitters, recei- 
vers, transceivers, amplifiers, filters, control logic, and so 
forth. An example of wireless shared media may include 
portions of a wireless spectrum, such as the radio frequency 
spectrum and so forth. When implemented as a wired sys- 
tem, computing platform 400 may include components and 
interfaces suitable for communicating over wired communi- 
cations media, such as input/output adapters, physical con- 
nectors to connect the input/output adaptor with a corre- 
sponding wired communications medium, a network 
interface card (NIC), disc controller, video controller, 
audio controller, and so forth. Examples of wired commu- 
nications media may include a wire, cable metal leads, 
printed circuit board (PCB), backplane, switch fabric, semi- 
conductor material, twisted pair wire, coaxial cable, fiber 
optics, and so forth. 

The various embodiments disclosed herein can be imple- 
mented in various forms of hardware, software, firmware, 
and/or special purpose processors. For example, in one 
embodiment at least one non-transitory computer readable 
storage medium has instructions encoded thereon that, when 
executed by one or more processors, cause one or more of 
the signal transform methodologies disclosed herein to be 
implemented. The instructions can be encoded using a sui- 
table programming language, such аз C, C++, object 
oriented C, Java, JavaScript, Visual Basic .NET, Beginner's 
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All-Purpose Symbolic Instruction Code (BASIC), or alter- 
natively, using custom or proprietary instruction sets. The 
instructions can be provided in the form of one or more 
computer software applications and/or applets that are tan- 
gibly embodied on a memory device, and that can be exe- 
cuted by a computer having any suitable architecture. In 
certain embodiments, the system may leverage processing 
resources provided by a remote computer system accessible 
via network 418. The computer software applications dis- 
closed herein may include any number of different modules, 
sub-modules, or other components of distinct functionality, 
and can provide information to, or receive information from, 
still other components. These modules can be used, for 
example, to communicate with input and/or output devices 
such as a display screen, a touch sensitive surface, a printer, 
and/or any other suitable device. Other componentry and 
functionality not reflected in the illustrations will be appar- 
ent in light of this disclosure, and it will be appreciated that 
other embodiments are not limited to any particular hard- 
ware or software configuration. Thus, in other embodiments 
computing platform 400 may comprise additional, fewer, or 
alternative subcomponents as compared to those included in 
the example embodiment of FIG. 4. 

Some of the embodiments discussed herein may be imple- 
mented, for example, using a machine readable medium or 
article which may store an instruction or a set of instructions 
that, if executed by a machine, may cause the machine to 
perform a method and/or operations in accordance with the 
embodiments. Such a machine may include, for example, 
any suitable processing platform, computing platform, com- 
puting device, processing device, computing system, pro- 
cessing system, computer, process, or the like, and may be 
implemented using any suitable combination of hardware 
and/or software. The machine readable medium or article 
may include, for example, any suitable type of memory 
unit, memory device, memory article, memory medium, sto- 
rage device, storage article, storage medium, and/or storage 
unit, such as memory, removable or non-removable media, 
erasable or non-erasable media, writeable or rewriteable 
media, digital or analog media, hard disk, floppy disk, com- 
pact disk read only memory (CD-ROM), compact disk 
recordable (CD-R) memory, compact disk rewriteable 
(CR-RW) memory, optical disk, magnetic media, magneto- 
optical media, removable memory cards or disks, various 
types of digital versatile disk (DVD), a tape, a cassette, or 
the like. The instructions may include any suitable type of 
code, such as source code, compiled code, interpreted code, 
executable code, static code, dynamic code, encrypted code, 
and the like, implemented using any suitable high level, low 
level, object oriented, visual, compiled, and/or interpreted 
programming language. 

Unless specifically stated otherwise, it may be appre- 
ciated that terms such as “processing,” “computing,” “cal- 
culating,” “determining,” or the like refer to the action and/ 
or process of a computer or computing system, or similar 
electronic computing device, that manipulates and/or trans- 
forms data represented as physical quantities (for example, 
electronic) within the registers and/or memory units of the 
computer system into other data similarly represented as 
physical quantities within the registers, memory units, or 
other such information storage transmission or displays of 
the computer system. The embodiments are not limited in 
this context. 

The terms “circuit” or “circuitry,” as used in any embodi- 
ment herein, are functional and may comprise, for example, 
singly or in any combination, hardwired circuitry, program- 
mable circuitry such as computer processors comprising one 
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or more individual instruction processing cores, state 
machine circuitry, and/or firmware that stores instructions 
executed by programmable circuitry. The circuitry may 
include a processor and/or controller configured to execute 
one or more instructions to perform one or more operations 
described herein. The instructions may be embodied as, for 
example, an application, software, firmware, etc. configured 
to cause the circuitry to perform any of the aforementioned 
operations. Software may be embodied as a software pack- 
age, code, instructions, instruction sets and/or data recorded 
on a computer-readable storage device. Software may be 
embodied or implemented to include any number of pro- 
cesses, and processes, in turn, may be embodied or imple- 
mented to include any number of threads, etc., in a hierarch- 
ical fashion. Firmware may be embodied as code, 
instructions or instruction sets and/or data that are hard- 
coded (e.g., nonvolatile) in memory devices. The circuitry 
may, collectively or individually, be embodied as circuitry 
that forms part of a larger system, for example, an integrated 
circuit. (IC), an application-specific integrated circuit 
(ASIC), a system-on-a-chip (SoC), desktop computers, lap- 
top computers, tablet computers, servers, smart phones, etc. 
Other embodiments may be implemented as software exe- 
cuted by a programmable control device. In such cases, the 
terms “circuit” or “circuitry” are intended to include a com- 
bination of software and hardware such as a programmable 
control device or a processor capable of executing the soft- 
ware. As described herein, various embodiments may be 
implemented using hardware elements, software elements, 
or any combination thereof. Examples of hardware elements 
may include processors, microprocessors, circuits, circuit 
elements (e.g., transistors, resistors, capacitors, inductors, 
and so forth), integrated circuits, application specific inte- 
grated circuits (ASIC), programmable logic devices 
(PLD), digital signal processors (DSP), field programmable 
gate array (FPGA), logic gates, registers, semiconductor 
device, chips, microchips, chip sets, and so forth. 

Numerous specific details have been set forth herein to 
provide a thorough understanding of the embodiments. It 
will be appreciated, however, that the embodiments may 
be practiced without these specific details. In other 
instances, well known operations, components and circuits 
have not been described in detail so as not to obscure the 
embodiments. It can be further appreciated that the specific 
structural and functional details disclosed herein may be 
representative and do not necessarily limit the scope of the 
embodiments. In addition, although the subject matter has 
been described in language specific to structural features 
and/or methodological acts, it is to be understood that the 
subject matter defined in the appended claims is not neces- 
sarily limited to the specific features or acts described 
herein. Rather, the specific features and acts described 
herein are disclosed as example forms of implementing the 
claims. 


Further Example Embodiments 


The following examples pertain to further embodiments, 
from which numerous permutations and configurations will 
be apparent. 

Example І 15 a programmable radio frequency (RF) mem- 
ory system that includes a receiver configured to receive an 
RF pulse; a memory configured to store a digitized version 
of the RF pulse; a waveform transform module; and a trans- 
mitter. The waveform transform module determines one or 
more characteristics of the digitized version of the RF pulse, 
and based on the determined one or more characteristics, 
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transforms the digitized version of the RF pulse into a trans- 
formed signal, the transformed signal having at least one 
characteristic that 1s different than the one or more charac- 
teristics. The transmitter 1s designed to transmit an analog 
equivalent of the transformed signal, wherein the analog 
equivalent of the transformed signal and the received RF 
pulse are coherent. 

Example 2 includes the subject matter of Example 1, 
wherein the receiver and the transmitter are provided 
together in a single transceiver module. 

Example 3 includes the subject matter of Example 1 or 2, 
further comprising an analog to digital converter (ADC) 
configured to generate the digitized version of the RF 
pulse and a digital to analog converter (DAC) configured 
to generate the analog equivalent of the transformed signal. 

Example 4 includes the subject matter of any one of 
Examples 1-3, wherein the one or more characteristics com- 
prises a frequency, phase, length or amplitude. 

Example 5 includes the subject matter of any one of 
Examples 1-4, wherein the waveform transform module is 
configured to transform the digitized version of the RF pulse 
by changing one or more of a frequency, phase, or amplitude 
of the digitized version of the RF pulse. 

Example 6 includes the subject matter of any one of 
Examples 1-5, wherein the waveform transform module is 
configured to transform the digitized version of the RF pulse 
by adding an amplitude peak or a signal drop within a band- 
width of the digitized version of the RF pulse. 

Example 7 includes the subject matter of any one of 
Examples 1-6, wherein the waveform transform module is 
further configured to transform the digitized version of the 
RF pulse into a plurality of transformed pulses having a 
pattern based at least in part on at least one of the one or 
more characteristics. 

Example 8 includes the subject matter of Example 7, 
wherein the pattern comprises a pseudo-random Doppler 
shift to the digitized version of the RF pulse. 

Example 9 includes the subject matter of any one of 
Examples 1-8, wherein the waveform transform module is 
configured to transform the digitized version of the RF pulse 
by copying the digitized version of the RF pulse to create 
one or more copies of the digitized version of the RF pulse, 
adjusting a phase of one or more of the one or more copies 
of the digitized version of the RF pulse, and stacking the one 
or more copies of the digitized version of the RF pulse upon 
each other to generate the transformed signal. 

Example 10 is a method of transformed a signal. The 
method includes receiving an RF pulse; digitizing the 
received RF pulse to generate a digital signal; determining 
one or more characteristics of the digital signal; applying a 
transform to the digital signal to generate a transformed sig- 
nal, wherein the transform 15 based at least partially on one 
or more of the one or more characteristics; and transmitting 
an analog equivalent of the transformed signal. 

Example 11 includes the subject matter of Example 10, 
wherein the receiving and the transmitting are performed 
by a same transceiver component. 

Example 12 includes the subject matter of Example 10 or 
11, further comprising storing the digital signal in а 
memory. 

Example 13 includes the subject matter of any one of 
Examples 10-12, further comprising storing the transformed 
signal in a memory. 

Example 14 includes the subject matter of any one of 
Examples 10-13, further comprising generating a plurality 
of transformed signals based on the transform applied to the 
digital signal. 
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Example 15 includes the subject matter of Example 14, 
further comprising determining a pattern of the plurality of 
transformed signals, wherein the pattern 1s based at least 
partially on at least one of the one or more characteristics. 

Example 16 includes the subject matter of Example 15, 
wherein the pattern comprises a pseudo-random Doppler 
shift to the digital signal. 

Example 17 includes the subject matter of any one of 
Examples 10-16, wherein applying the transform to the digi- 
tal signal comprises copying the digital signal to create one 
or more copies of the digital signal, adjusting a phase of one 
or more of the one or more copies of the digital signal, and 
stacking the one or more copies of the digital signal upon 
each other to generate the transformed signal. 

Example 18 includes the subject matter of any one of 
Examples 10-17, wherein applying a transform comprises 
modulating one or more of a frequency, phase, length or 
amplitude of the digital signal. 

Example 19 includes the subject matter of any one of 
Examples 10-18, wherein applying a transform comprises 
adding an amplitude peak or a signal drop within a band- 
width of the digital signal. 

Example 20 is a computer program product including one 
or more non-transitory machine-readable mediums having 
operations encoded thereon that, when executed by one or 
more processors, result in a transform being applied to a 
received signal, the operations comprising determining one 
or more characteristics of the received signal, and applying a 
transform to the received signal to generate a transformed 
signal, wherein the transform is based at least partially on 
one or more of the one or more characteristics. 

Example 21 includes the subject matter of Example 20, 
wherein the operations further comprise generating a plur- 
ality of transformed signals based on the transform applied 
to the received signal. 

Example 22 includes the subject matter of Example 21, 
wherein the operations further comprise determining a pat- 
tern of the plurality of transformed signals, wherein the pat- 
tern is based at least partially on at least one of the one or 
more characteristics. 

Example 23 includes the subject matter of Example 22, 
wherein the pattern comprises a pseudo-random Doppler 
shift to the plurality of transformed signals. 

Example 24 includes the subject matter of any one of 
Examples 20-23, wherein applying the transform to the 
received signal comprises copying the received signal to 
create one or more copies of the received signal, adjusting 
a phase of one or more of the one or more copies of the 
received signal, and stacking the one or more copies of the 
received signal upon each other to generate the transformed 
signal. 

Example 25 includes the subject matter of any one of 
Examples 20-24, wherein applying a transform comprises 
modulating one or more of a frequency, phase, length or 
amplitude of the received signal. 

Example 26 includes the subject matter of any one of 
Examples 20-25, wherein applying a transform comprises 
adding an amplitude peak or a signal drop within a band- 
width of the received signal. 


What 1s claimed is: 
1. A programmable radio frequency (RF) memory system, 
comprising: 
a receiver configured to receive an RF pulse; 
a memory configured to store a digitized version of the RF 
pulse; 
a waveform transform module configured to 
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determine one or more characteristics of the digitized 
version ofthe RF pulse, and 
based on the determined one or more characteristics, 
transform the digitized version of the RF pulse into a 
transformed signal, the transformed signal having at 
least one characteristic that is different than the one 
or more characteristics; wherein the digitized version 
ofthe RF pulse is transformed by: 
copying the digitized version ofthe RF pulse to create 
oneor more copies ofthe digitized version ofthe RF 
pulse, 
adjusting a phase of one or more of the one or more 
copies of the digitized version of the RF pulse, and 
stacking theoneor morecopies ofthe digitized version 
of the RF pulse upon each other to generate the 
transformed signal; and 
atransmitter configured to transmit an analog equivalent of 
the transformed signal, wherein the analog equivalent of 
the transformed signal and the received RF pulse are 
coherent. 

2. The programmable RF memory system of claim 1, 
wherein the receiver and the transmitter are provided together 
in a single transceiver module. 

3. The programmable RF memory system of claim 1, 
further comprising an analog to digital converter (ADC) con- 
figured to generate the digitized version ofthe RF pulse and a 
digital to analog converter (DAC) configured to generate the 
analog equivalent ofthe transformed signal. 

4. The programmable RF memory system of claim 1, 
wherein the one or more characteristics comprises a fre- 
quency, phase, length or amplitude. 

5. The programmable RF memory system of claim 1, 
wherein the waveform transform module is configured to 
transform the digitized version of the RF pulse by changing 
one or more of a frequency, phase, or amplitude of the digi- 
tized version of the RF pulse. 

6. The programmable RF memory system of claim 1, 
wherein the waveform transform module is configured to 
transform the digitized version of the RF pulse by adding an 
amplitude peak or a signal drop within a bandwidth of the 
digitized version of the RF pulse. 

7. Тһе programmable RF memory system of claim 1, 
wherein the waveform transform module is further configured 
to transform the digitized version of the RF pulse into a plur- 
ality of transformed pulses having a pattern based at least in 
part on at least one of the one or more characteristics. 

8. The programmable RF memory system of claim 7, 
wherein the pattern comprises a pseudo-random Doppler 
shift to the digitized version of the RF pulse. 

9. A method of transforming a signal, comprising: 

receiving an RF pulse; 

digitizing the received RF pulse to generate a digital signal; 

determining one or more characteristics of the digital 

signal; 

applyinga transform to the digital signal to generate a trans- 

formed signal by: 

copying the digital signal to create one or more copies of 
the digital signal, 

adjusting a phase of one or more of the one or more copies 
of the digital signal, and 

stacking the one or more copies of the digital signal upon 
each other to generate the transformed signal; 

wherein the transform is based at least partially on one or 
more of the one or more characteristics; and 

transmitting an analog equivalent of the transformed 

signal. 

10. The method of claim 9, wherein the receiving and the 
transmitting are performed by a same transceiver component. 
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11. The method of claim 9, further comprising storing the 
digital signal in a memory. 

12. The method of claim 9, further comprising storing the 
transformed signal in a memory. 

13. The method of claim 9, further comprising generating a 
plurality of transformed signals based on the transform 
applied to the digital signal. 

14. The method of claim 13, further comprising determin- 
ing a pattern of the plurality of transformed signals, wherein 
the pattern is based atleast partially on atleast one ofthe one or 
more characteristics. 

15. The method of claim 14, wherein the pattern comprises 
a pseudo-random Doppler shift to the digital signal. 

16. The method of claim 9, wherein applying a transform 
comprises modulating one or more of a frequency, phase, 
length or amplitude of the digital signal. 

17. The method of claim 9, wherein applying a transform 
comprises adding an amplitude peak or a signal drop within a 
bandwidth of the digital signal. 

18. A computer program product including one or more 
non-transitory machine-readable mediums having operations 
encoded thereon that, when executed by one or more proces- 
5015, result in a transform being applied to a received signal, 
the operations comprising: 

determining one or more characteristics ofthe received sig- 

nal; and 

applying a transform to the received signal to generate a 

transformed signal by: 
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copying the received signal to create one or more copies 
ofthe received signal, 

adjusting aphase ofone or more ofthe one or more copies 
ofthe received signal, and 

stacking the one or more copies of the received signal 
upon each other to generate the transformed signal; 

wherein the transform is based at least partially on one or 
more ofthe one or more characteristics. 

19. Thecomputer program product ofclaim 18, wherein the 
operations further comprise generating a plurality of trans- 
formed signals based on the transform applied to the received 
signal. 

20. Thecomputer program product ofclaim 19, wherein the 
operations further comprise determining a pattern ofthe plur- 
ality of transformed signals, wherein the pattern 1s based at 
least partially onatleastone of the one or more characteristics. 

21. The computer program product of claim 20, wherein the 
pattern comprises a pseudo-random Doppler shift to the plur- 
ality of transformed signals. 

22. The computer program product of claim 18, wherein 
applying a transform comprises modulating one or more of a 
frequency, phase, length or amplitude of the received signal. 

23. The computer program product of claim 18, wherein 
applying a transform comprises adding an amplitude peak or 
a signal drop within a bandwidth of the received signal. 
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